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Abstract: To solve the problem of high data feature dimensionality in intrusion detection, a feature selection algorithm
based on improved particle swarm optimization taboo search (IPSO-TS) was proposed. The genetic algorithm was used
to improve the particle swarm optimization, and the initial optimal solution of feature selection was obtained. A taboo
search (TS) algorithm was used for initial optimal solution to obtain the global optimal solution of the feature subset.
Compared with genetic algorithm integrated particle swarm optimization (CMPSO), particle swarm optimization (PSO)
and PSO-TS algorithms, experimental results based on the KDD CUP 99 dataset show that the method reduces the fea-
tures by about 29.2% , shortens about 15% of the average detection time, and increases about 2.96% of the average clas-
sification accuracy.
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Helt 2830,3337.41)  32.33353637.4041)  31,3233353637.40) 830115 16459.36 1623523 14338.53
%4 4 FREFEIR 12 B0k B B A HHAE A AN B B i 03 S A
EiRTES R P fal/s
AR i )
IPSO-TS ~ CMPSO  PSO-TS PSO  Fiff¥§if  IPSO-TS ~ CMPSO  PSO-TS PSO  FHHHIE
Dos 99.18%  95.38%  96.19%  9537%  99.35% 1923852 2288148 2262393 2321971  29683.82
Probe 99.47%  9645%  95.11%  9554%  9921% 94161 123348 133372 182140 174376
R2L 98.91%  9546%  9388%  9323%  9841% 251742 314129 322262 354526  4581.32
U2R 99.49%  9548%  9447%  93.78%  98.82% 0.51 0.58 0.62 0.71 0.83
=L e 99.53%  98.98%  93.55%  9246%  9945% 2012837 2312741 2470114 3168221 3821346
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TR bR TS AR R R R MR P S <67 -

FERFIEE P L U R EIE BRI AR (R 12
i RSr I B B AN F R S BIRFAIL 158 5 7 KL KNN
XA AR AS S B XA I ), AN AR AL
LM IA] o ASCE LR AL T B2 AR
PERA A ST e, R RGN A A R B 23 SR Ak 2L 1 Kol
A2 AR, ORT DARRAR 2 SR 1 7 SACHI I 1]
FEZE 1R AR A S B b LA 3k 4 R AiEat
PR R R AReR AR R, T (15) A
KA6)FR, LKL RUWE 5 Pros.

FN

FN rate = (15)
TN + FN

FPratezi (16)
TP+ FP

M 5 HrTbif33), Mids PSO-TS ik,
CMPSO 571 H1 PSO 573245 B (W AE T 4E1E R 73 28
BEAS 1 B 0 0 RRR RR A, AR ST R
IPSO-TS $i%k CMPSO MK T 0.79%[11° 13
H, BFIKT 0.67%1°F31RR 3% ; b PSO-TS Fik
PR T 1.74%0 iRk, FRIKT 0.83%M1°F1)
iRkE; L PSO JIVERRIR T 1.97% 1~ F 3R E,
BT 1.72%I00 AR %

AL 58 DARR AR 4 B0 2 R UE A 2 A 2 1
TE Y R A A R O R (VP PR bR, T I T
HERL 7R AE S8 2210 ORI B B 4 SR AR
AR AE T4E - MIHLEE T PSO S8 CMPSO 351
RFIEIERE, ALV Se R b 7 R IR 1B 4
TR BIWIAACRFIE 745, SRIG A28 S R 1
FRIEIE R SVE TR TR R AR 18, RUE T i ViiiE th
K MVRRAE 78 B T o e fg s MAH LL 2T
PSO-TS IMHRFIEERE 7, A SCHER R s AE 51
St T PSO Bk, Bevh TIE I TARAME TR I
MRS A, ST AS SOBER AR SRR (1) F IS
NS, R R TS A R AR E TR Rk
Ko K3~ S5 MIERL LR, 76 FIFE IR ER B

s MEEEASL, ASOTERR RINRAE T R4
SARARFEAE R DR I HRAFIR DI 7], %
SRR o RAE R A
53 KA

gidy LRGN, SO R AR
PRSI P ARy A3 5 7 70 35 PR T AR AL
PEERIYESE, $ETF PRSI SE, R T 03K
AETA, BRAC T IR AR IR . A SCTA M
S () FL R R AL 5 I 1) AT LU A Ry ik 32 8 95 B
K, B HT T 8] T 2 e I 2R B A BRI ],
FEAR LI AR G (e R I i 1) U™, i R
e PR RE A IR IE TR R, FEIRAR AR LA
DT 3E

6 HRiIT

BHORE A ARG P Bk A4 88 v P ) 8, AR S i
DB I SR 38 A S DR T R SR AT T sk,
132 TR AL PRI aG S LA, BE 2D iz AT 4%
BRG] THL TR K 2R AR - %5 EAMY
T NN RS, & N T AR R S8, i
WSCARY HRGE, SRR o W7 R G5, AR
SE ARG, HOAE AR Bt S AT 1 R AL B A A
LA B T K, Bk, ASOTERA - E R
k.
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